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Picture the victim of a scam online.

Who are they?
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Too good to be true? False urgency? A ‘trusted’ voice?

g

Asking for money or
Getting emotional? personal information?




Phishing

Online
shopping

Impersonation

Romance
scams
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Demi buys some new clothes online from
a new app.

All the clothes on the app look great and (o
are on trend. They are cheaper than the
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shops, so Demi orders two items to see )

what they are like. =7
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The items arrive after 4 days but they are
not great quality. Is this an online scam?
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Tashan is expecting a call.

He answers a call from an unknown number and the person
tells them that they are calling from his bank and they name the
bank. It is Tashan’s bank and the person says that there has
been suspicious activity on his account.

The person on the phone states Tashan’s postal address and
account number. The person then asks Tashan for his security
code.
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Is this an online scam?
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Joel needs a tie for a family event.

He goes on a second-hand clothes app and
finds a silk tie for £3 and orders it.

The tie does not arrive, so Joel messages the
seller.

The seller does not reply and when Joel tries to
report them, he finds that they have deleted
their account.

Is this an online scam?
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- Riyad sees an advert on social media with an .
offer from their favourite fast food chain. _
The offer is for a really cheap meal for two, so

Riyad shares it with his friends.

Nando’s. .
Riyad clicks on the link, chooses his meals and 'A-“‘.

. goes to the checkout page. ° |

He pays for the meal and gives his contact
details and address.

Choose the sign that this was a scam.
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Shania receives an email from a high street sports shop.

The email has the right logo and there are no spelling
mistakes.

The email says ‘Dear valued customer, we are offering you
60% off everything in our online store’.

O

hoose the sigh that this could be a scam.
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A: Spelling % B: Time
mistakes

e

/

N—
-—.\\

,_'Z

pressure

=

//

A\

WA

~  C:The email

Y IS hot ~
addressedto —

i Shania =

Sy
\‘____///
[ -




NN S Y YA S WA

4 ] ] N\ \ .\ \ 1 |
Seamus is on the home laptop and doing

some research for homework.

Suddenly, a virus alert pops up on his
browser saying his computer is not
protected with a link saying ‘take action
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Seamus remembers that he has been
ighoring update requests and can see ared
cross in the bottom right of the screen.

How can Seamus protect himself?
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A: Change his

password and set
up two step
verification
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B: Click the link

and install the
virus protection
software
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protection
software
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r C: Close the

browser and open
/ his laptop's virus
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Bella discovers that her gran has bought her a ‘ e
new desigher hoodie from a scam website. The —
website has her gran’s name, address, phone AR
number and bank details. Who should they .
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report this to first? &Y e
_ Sy - AN

—

————

— T
NN S\

T
..._\\ "\ ‘—L“

‘;‘ —7-'.‘40 -2 — + K—K -
e

*) ponTpom. 21

N

&
| 1 |




L~ | [ RN
_—
- ' % +~  C: National
_ A:Gran’s B: Action Cyber
bank S Fraud ; Security
= P Centre
= e .y /—-::.f ’ |

'-*.-..-

7/ /

\

\



_~ | ] ] N\ _\ ____\ _____\ 1 | | N / __/

<
P_
<
oQ
()]
—-
7))
QD
(%2
=
QD
O
2)
=
Q
~+
3
D
7
7]
Q
oQ
®
m—f
ﬁ
O
3
-y
D
q
m—fn
=
D
=
Q.
7]
QD
<,
=
oQ

her Insta account is posting weird offers and
cryptocurrency advice.

Molly tries to open the app on her phone, but she has
been sighed out and her password no longer seems to
work. She tries to reset her password using the ‘Forgot
password?’ button but doesn’t receive any emails.

Molly realises her account has been hacked and she can
no longer access it.

Where should Molly report this? J
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A: To Instagram
and to her friends
and family, so

they can do the ’—?Z

same, then to
Action Fraud
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only. This isn’t a s friends and
matter for the family, so they
police. \/ can do the
T T same.
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B: To Instagram
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Using strong and /
= separate passwords online purchases

/ What can you do to ~

/ / protect yourself from % N

scams and fraud online?
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Look out for the signs Talk to a trusted
of @ scam before . adult if you’re unsure o
4 deciding if something
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If you've been the victim of a scam, report it to
ActionFraud.police.uk or by calling 0300 123 2040

Or in Scotland by calling 101

Forward suspicious emails to
report@phishing.gov.uk

Forward suspicious texts to 7726

Report fake adverts to the Advertising
Standards Authority

Report fake websites to the
National Cyber Security
Centre
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You can also
usually report
social media
users or sellers
on online
marketplaces
directly in
the app




! Your parents/carers

Mr Banks — Deputy Headteacher
: Year Managers

: Heads of Year

: Form tutors

: Teachers

https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025
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Too good to .
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Protecting

yourself and
others from

scams online
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